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Blockchain in the Cities: Is This Emerging
Technology for Real?

B

lockchain is a buzzword in the smart city space, but is it just hype, or does it have real beneficial applications? This article
draws on insights from David Graham from Carlsbad and Shuya Gong, a designer at IDEO CoLab. Together they explain
what the latest technology is, how it is being used, and the potential applications for cities.

What Is Blockchain?
In a nutshell, a blockchain is a record of transactions or data. Within the system, data is grouped into blocks that are then chained
together to form the data set. A blockchain is secure because it is immutable—it cannot be altered except if the majority of parties
who have access to the data agree to do so. As such, one may consider a blockchain to be like a shareable Google Sheet in which all
parties have access to the data, but no one has editing capabilities.
“In the context of the city, blockchains are inherently network technology,” explains Gong. “Everything on the blockchain is public,
verifiable, and immutable.” The main properties of a blockchain are that it is global, secure, censorship-resistant, interoperable,
transparent, instant, and programmable.
Blockchains could have applications in any number of areas, including the retail sector, the supply chain, mobility, the energy sector,
the food chain, and more. While the blockchain ecosystem is evolving fast, it’s still fairly speculative now, with a handful of real-world
applications in the smart city space.

Why Would One Need a Blockchain?
A simple three-step process can identify if a public blockchain might be applicable to a smart city project:
•

Do you need a database?

•

Do you need multiple people to write to it?

•

Do those people trust each other?

The main component is TRUST. As city leaders likely have noticed, there has been an erosion of trust in government and other
institutions. These days, citizens are skeptical of government at all levels and also the media. With trust in government lingering at
an all-time low, blockchain (and related distributed web) technologies are is important because they can be used to rebuild trust by
distributing governance across a decentralized network of actors.
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Examples of Blockchain
While most people are most familiar with Bitcoin as a use case of blockchain, financial payments are just one of the new distributed
web paradigms being explored, including:
•

Token Curated Registries: Where a crowd curates lists that are agreed upon by a vote, in which voters are rewarded
for their actions whether it be challenging the list or voting on a challenge--but the incentive mechanisms are set
up to benefit consensus making.

•

Smart Contracts: Where the reward (usually a token of monetary value) for a project or agreement is ‘suspended’
in the system until the project is completed satisfactorily, after which it is released.

•

Air Drops: Where a cryptocurrency token or coin are distributed, for free, to users’ crypto wallets in order to
engage a larger initial user base and distribution of tokens.

•

Zero Knowledge Proofs: Where one can prove they know particular information without giving up the privacy
of the exact information.

So what does this look like in practice? The most well-known application of blockchain is Bitcoin, which uses the technology for
safe monetary transactions. In the small city space, that model has been replicated in Calgary, which has relaunched its own digital
currency. Using blockchain, the city has created its own cryptocurrency—Calgary dollars, which can be used to pay for things
at local businesses, and then businesses can use it to pay some of their government fees. The system is set up to drive economic
development within the city and bring the community together.
Other applications include South Burlington, Vermont, which is using blockchain for real estate transactions and tracking (which
certainly demonstrates that one doesn’t need to be a large city in order to use blockchain). Blockchain is also being used in industry,
for example, in Walmart Labs in Carlsbad where they are using blockchain to track the origin of food, thus improving food security
and safety.

Important Considerations Before Choosing Blockchain
Graham points out that blockchain is just a technology; it’s not an application. And as such, you shouldn’t chase after it for
technology’s sake. Blockchain is only helpful if it is paired with the right applications.
Take the example of smart traffic signal systems. Blockchain could be used to improve security because if it is used, a hacker cannot
get in and introduce different information. If they did, the system would flag the inconsistent information as an error. It would reject
the change and invalidate the information, unless all parties agree the information should be changed. That could increase security…
but is it really adding anything of value? Citizens likely don’t care if a city blockchains the traffic signals, and the technology doesn’t
solve the problem of congestion and getting more cars off the city roads. Graham adds, “Figuring and finding those applications is a
really crucial way to begin to move this forward from a cool, interesting label to something that really has an impact.”
Gong offers several suggestions for evaluating blockchain ideas that may come to cities from startups. Before moving forward, city
leaders should ask:
•

Is it a good idea that will accomplish something useful that people care about?

•

How old or proven is the math and cryptography being used? Has it been around for a while and has it been tested?

•

What layer does it sit at – infrastructure layer, platform layer, or application layer?

•

Are you ready, as an organization, to take on the implementation of a new distributed web project? Are you
digitally ready for it?

•

Does your policy or regulation support it?

•

What fundamentally new thing does blockchain enable that you couldn’t do before with traditional internet?

Most cities don’t have unlimited resources, so the idea of going in and ‘blockchaining’ all things is unrealistic and unproductive.
Blockchain is only useful insomuch as it is used in a targeted way that will bring real value to the city and its citizens.
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Global Innovation Dialog

T

he Global Innovation Dialog session at the 2019 Harvard Smart Cities Accelerator was a forum to allow city and thought
leaders around the globe to explain what they have been doing in the area of smart cities’ planning and project implementation.
Speakers from Athens, Greece, Chennai, India, Buenos Aires, Argentina, Canterbury-Bankstown, Australia, and Prague,
Czech Republic share their stories below.

Konstantinos Champidis – Athens, Greece
In 2010-2011, Athens was facing some major financial problems. The city had huge debt—280 million euros—and a huge deficit as
well—45 million euros per year. The local government couldn’t hire new staff, and it also had the typical problem of people working
in silos instead of collaborating. To add to that, the city was experiencing social problems too. Citizens of Athens did not trust the
government, and in 2015-2016, things got even trickier when a flood of 300,000 Syrian refugees came to the city. As Konstantinos
puts it, ‘We had the perfect storm.”
Flash forward a few years, and Athens received the award for the 2018 European Capital of Innovation. How did the city manage this
huge transformation ‘overnight’? Konstantinos provides this recap.
•

Athens went into their smart city endeavors with the mindset that, “A smart city is more than a sum of platforms and
investments and tools. It’s about how we’re going to transform our cities and change our cities. It’s about change.”

•

They started out with a solid structure, which included creating a toolkit and a digital roadmap and setting a
position for a Chief Digital Officer.

•

Athens city leaders realized that they couldn’t solve all the city problems alone. They formed partnerships with the
private sector and universities, and enlisted their help in finding and implementing solutions.

•

They created a living strategy document for 2018. “It was not ambitious or revolutionary, but we did it,” says
Konstantinos. The strategy focused on solving real problems that real citizens face, including investing in
infrastructure and the government, boosting digital skills of the elderly and unemployed, delivering and coordinating
support for refugees, and boosting engagement with citizens by creating online platforms.

•

The city used its private sector and university partnerships to boost trust in the government. Citizens wouldn’t have
trusted digital skills courses run by the city, so they invited big tech companies and universities to deliver these
courses for free. As people saw that the city could create partnerships and solve their problems, trust grew.

“This is a brief story about Athens that started from a debt crisis and ended up as the European Innovation Capital of 2018,” says
Konstantinos. The city earned that title because it invested not in technology, tools, and platforms, but because it formed partnerships
with universities and businesses, and focused on solving real problems of the citizens.

Raj Cherubal – Chennai, India
The city of Chennai is experiencing many challenges, but it is tackling these problems one by one using smart city solutions. The list of
challenges likely sounds familiar to any city leader: a large population of 8 million, congestion from private cars, poor infrastructure,
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pollution. At the 2019 Harvard Smart City Accelerator, Raj Cherubal spoke about the many smart city projects underway in Chennai
that are aimed at solving these problems. They include:
•

Improving the livability of the city by adding public spaces, despite opposition that adding public space may
destroy business and be the end of the city. Chennai is looking to create its own version of Times Square.

•

Promoting the use of German GPS-enabled bikes to cut down on private cars on the roads. Although people in
a developing country may see bicycles as a step backward (when wealth is growing, and one may finally be able
to afford a personal car), the city has helped adoption rates by glamorizing ‘fancy’ bikes that can be tracked and
booked in advance.

•

Adding infrastructure underground throughout the city. This is difficult because there is not much data on where
water pipes are, so Chennai is working on GIS mapping and advanced tunneling technology.

•

Creating the largest parking management system in the country, if not the world. This camera-based system will
be able to recognize empty parking spots on the road; then citizens can use an app to reserve their parking spot
in advance.

•

Setting up smart classrooms. The city has partnered with Samsung to put smart technology in the classrooms.
As Raj puts it, this is “the tip of the iceberg” in terms of all the things they may be able to do to make classrooms
smarter.

•

Restoring 3,000 bodies of water, some simple and some complex. This project includes the use of drones that can
land on the water’s surface, take a sample, analyze it, and send real-time information on pollution levels.

This is just a short list of the many projects happening or in the planning stage in Chennai, which also includes solar energy, 3D
mapping, digital signs, a data center, and a disaster management center. While the projects will help increase revenue for the city,
they are also helping to break down silos within government and increase the quality of life for residents.

Matias Williams – Buenos Aires, Argentina
Buenos Aires is the economic and political capital of Argentina; a large city that is being transformed through the smart application
of technology. The modernization and innovation strategy was set out in 2007 when the current president of Argentina was elected
mayor of Buenos Aires City. “Our innovation strategy has one main focus, and that is to keep improving our citizen’s quality of life,”
explains Matias Williams. The two major focuses of the strategy are to transform public administration and to take a citizen-centered
focus in all projects.
Here are some examples of the things they have accomplished or are working on in those areas.
•

The city of Buenos Aires used to have entire offices filled with paper files. In the last two years, they have managed to
digitize these files and create two data centers. Going forward, they are trying to keep everything digital whenever
possible, including signing executive orders digitally.

•

Another improvement was a change in the way people contact the government. With 50 offices, if a citizen has
a problem, they might be confused as to which office to call. To solve this, the city created a simpler system with
a short phone number (147). Now, no matter the question or problem, citizens can call that number. This makes
it simpler and also helps improve the perception of the government because it is now presented in a unified way
instead of dozens of individual departments.

•

Knowing the popularity of smartphones and messaging apps, the city also created a program called Digital Citizen
that allows individuals to access city services, get notifications and get digital documents. They are also working
on creating a ChatBot to deliver this information within the What’sApp app, considering that 90 percent of
Argentinians already have that app on their phone.

•

To improve public administration, the city of Buenos Aires is also moving from being an intuition-based
government to an evidence-based government. For example, they have created a model that will allow them to
predict where, when, and how large a school should be in each neighborhood in the city.

The initiatives in Buenos Aires are aimed at improving how the government runs and how citizens experience the city. As Matias
puts it, “Innovation is only useful if it has the means to improve people’s lives.”
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Petrhyce Donovan – Canterbury-Bankstown, Australia
Canterbury-Bankstown is a local government located in south-western Sydney, inside the state of New South Wales in Australia.
Like other local Australian councils, funding is really limited, and the local government has been disrupted by the shaky federal
government for the past few years. Canterbury-Bankstown is also unique in that it is one of the leanest councils in Australia, with
fewer staff members as compared to the population served—a population of 373,000 that includes 44 percent of residents who
were born overseas, and 60 percent who speak a language other than English.
At the 2019 Harvard Smart Cities Accelerator, Petrhyce Donovan talked about the pillars of the council’s smart city plan, which
they will be moving forward with in the months and years to come. Here are some of the highlights.
•

Canterbury-Bankstown is fortunate to have a mayor who supports smart city projects. He has been championing
it, which Petrhyce says helps to prioritize the work and drive change.

•

Petrhyce and her team have put out a smart city roadmap to guide their way. This comprehensive document
spells out all the things the local government is promising to do, along with setting priorities and keeping an
eye on emerging trends.

•

To explain the roadmap, Petrhyce says, “At the end of the day, it comes down to three simple things: the people,
places, and processes.” In its final version, the roadmap will include a fourth element too—policy.

•

In terms of people, the roadmap is focused on creating an informed and engaged community. This includes
building a culture of innovation within the local government. To achieve that, the roadmap decentralizes the
organization, making everyone in it empowered to take on change themselves. Thus, the ‘people’ aspect of the
roadmap includes the citizens and the local government, and it is also about bringing in other partnerships and
stakeholders.

•

The roadmap seeks to create smart places too. This includes thinking about how the city uses places and
infrastructure, and how places are maintained.

•

Finally, the roadmap includes the element of smart processes, which means setting up the platforms, plans,
policies, and procedures that will allow the city to solve problems and function efficiently. In terms of processes,
data is a vital ingredient that will promote continuous improvement within Canterbury-Bankstown.

“My role is empowering people across the organization and leading them through purpose, passion, possibility,” says Petrhyce,
“Getting them to understand that they can do different things and think a little bit differently, and make real improvements for
the customer.”

Pavel Tesar – Prague, Czech Republic
The Czech Republic is a country with 10 million people located in central Europe. The capital, Prague, is the largest city in the
country and contributes about 30 percent of the economy of the state. Prague faces many of the same challenges experienced by
other cities. The city is growing, and those who want to live in the city expect a comfortable life, placing high expectations on
everything from housing and transportation to waste management and energy.
In Prague, smart city projects are tackled by a separate company, ICT Operator, that is owned by the state. At the Smart Cities
Accelerator, Pavel Tesar, a representative from that company, talked about how the arrangement works and some of the projects
they have worked on.
•

The ICT Operator was established to fulfill the IT and smart city needs of Prague. The advantage of its creation is
that the company is able to quickly and efficiently work on city requests and doesn’t experience budget problems.
On the other hand, Pavel says that getting approvals can be difficult because sometimes city organizations don’t
cooperate well, and the company itself doesn’t have a direct decision-making role.

•

ICT Operator has created a policy that internally they call Pipeline. This process management policy helps
because it guides ideas to fruition.

•

The city is currently running 60 projects, some of which have finished and others which are brand new. The
work is handled by a group of 120 employees.
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•

ICT Operator brings in stakeholders to assist with projects. This includes the economic sphere and also academia.
They don’t consider themselves to be the ‘best brains,’ but know that through working with stakeholders, they can
have access to the brightest minds in and outside of the country.

•

The strategy for smart city projects is divided into five areas—mobility, smart buildings, waste-free city, people in the
urban environment, and tourism. A sixth area is the data platform, which is the flagship project.

•

Projects include the previously mentioned data platform, as well as sensor projects to analyze traffic and the
environment, a regional transportation ticketing system, and energy monitoring/savings.

Pavel says that any IT or smart city idea that successfully goes through the council is tackled by his team. While they have made
progress in many areas, they are still working to find good solutions to other issues, including the need for more charging stations to
make electronic mobility work in the city.
From planning to policies to projects, the Global Innovation Dialog session at the 2019 Harvard Smart City Accelerator paints a picture
of what is happening on the ground in smart city initiatives around the globe.
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Delivering the Ultimate Customer Service
Experience: What Cities Can Learn by Thinking
like a Business
Franco Amalfi, Oracle; Nathan Giles, Accenture; Vardahn Chaudhry, Accenture

W

hen it comes to the private sector, there are many great examples of businesses that offer stellar customer service. Take
Costco, for example. As Franco Amalfi of Oracle put it, “Costco is an experience.” Every time you go in, you can find
new products, experience something new, and the level of service you receive is high, consistently, every time. Or take
Amazon. The online retail giant is known for a simple buying experience, speedy delivery, and hassle-free returns, which is why it
claimed almost half of all online sales in the USA in 2018. If you look at any industry, companies are always striving to deliver the
ultimate customer experience.
How can a city do the same?
Although we often talk about people in the city as ‘citizens’ or ‘constituents,’ they are, in fact, customers. Citizens, tourists, students,
employees, businesses—they are all customers of the city. So how can city leaders deliver the best customer service to everyone who
lives, works, or plays in the city?
One issue is that of complexity and finding a way to hide it from the customer’s eyes. Cities are often made up of many departments.
However, a customer doesn’t care that the city has more than 40 departments. They just want to do something, whether it is open a
business, visit the city, pay a bill, or something else. The challenge for cities is to make the experience as simple as possible and hide
the complexities that actually happen behind the scenes. Think of it like this. If you buy something on Amazon, you are not concerned
on how they get it to your house; you just want to make sure that it’s delivered on time.
Cities should focus on delivering the best customer experience in any interaction it has with its customers. Three of the main
responsibilities of a city include:
•

City as an Enterprise: The city’s ability to deliver efficient and effective systems of record, and to embed a datadriven decision making culture.

•

City as a Service Provider: The city’s ability to deliver people-based services: child and adult social care, public
safety and enforcement, and to build a resilient and prosperous local economy.

•

City as an Infrastructure Provider: The city’s ability to design, deliver, and maintain infrastructure that meets
citizen’s liquid expectations, leveraging technology to drive efficiencies in operations and management.

As an exercise, city leaders were asked to “put on a private sector thinking cap” and think about their responsibilities in the city by
solving a challenge of customer retention, then contemplating the assumptions surrounding that challenge and possible solutions
that would provide a better experience for the customer (whether the customer is the citizen, government workers, or someone else).
Some of the thoughts that came out of these discussions include:
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Challenge: How do you organize internally around the city’s
agenda?
First, a city must figure out how to create the right agenda. That is a matter of finding the right
data, which can give direction to the city agenda. Once an agenda is set, it requires communication
plus execution. Communication is a crucial step, so people in the government can come together
around a common goal. To move forward, the city also needs to get other stakeholders on board,
including customers and outside agencies. Community engagement and buy-in is key to success.

Challenge: How do we educate and engage in bidirectional
communication, both internally and externally?
This challenge comes with a fair amount of assumptions: the public cares and wants to be engaged;
the public has access to engage; the government has the will to listen and act; the government has
a common or shared goal to educate and engage; and the government will respond to citizen
feedback. If any of these assumptions are not true in the city, it has to be dealt with or mitigated
through planning or actions before moving forward.
Once the assumptions are met, to successfully meet this challenge, education, both internally
and externally, has to be transparent, whether written, verbal, video, or through any other means.
People also need to come together, for example, in advisory councils, emerging technology
boards, private industry and university forums, and neighborhood associations.

Challenge: How do we partner and build trust with our
citizens?
To tackle this challenge, a city must be properly equipped with the right data privacy policies
and governance. Communication with citizens has to be transparent and clear. Many citizens
fear the word ‘experiment’ or ‘pilot’ because they feel they might be used as lab rats. To move
forward with projects while also building trust, the government has to explain the value and get
citizens involved in the process so they can claim ownership too. Keeping citizens in the center,
being honest and clear about constraints, promoting successes, and learning from failures are all
avenues where cities can build trust.

““How do
you hide the
complexity from
your customers
to make it
as simple as
possible to do
business with
the city?”
– Amalfi, Oracle”

Challenge: How can we make sure all residents have a
home?
Before tackling this challenge, it is important for a city to get a full view of the problem. How do
we understand what the problem is, what people who are experiencing homelessness face before
we just jump into solutions? What is the definition of a home? Do we understand why various
citizens are homeless? Mapping homelessness could be one way to dig into the problem and
find where it is most pronounced. And any solutions that come from the city must be rooted in
empathy for the people who are experiencing homelessness.
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Challenge: How do you get cross-departmental
collaboration within a city?
To whittle away at this problem, it may be helpful to understand the hierarchy of the
government and if it is structured in the best way. That said, hierarchy of any sort
should not prevent collaboration. A city can foster collaboration in various ways,
including building relationships between departments and rewarding them with
interdepartmental budgets so they can work together. Clearly stating city goals is
essential too, because departments should feel that they are all working together on the
same common, shared goals.
These are just examples of challenges that city leaders discussed. In truth, any challenge
could be stated in a similar manner, then analyzed by thinking about how we understand
the problem and how we can find solutions that put the customer first. When cities start
to contemplate their roles as service and infrastructure providers from the perspective
of a successful business, they can deliver the best customer experience that makes
people happy to live, work, and visit the city.

“Collaboration
is key, not
necessarily a
hierarchy.”
– Chaudhry, Accenture

Perhaps, we should change the lenses on how approach our work. We need to shift
our thinking from solving challenges, and focus instead on the opportunities for
improvement, to further differentiate local government from other central governments,
and its innovative approaches to customer experience.
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Inspiring Civic Innovation: Real-World Strategies
that Work

C

ivic innovation’ may not have one single definition, but when broken down to the components of ‘civic’ and ‘innovation’
we may broadly agree that it has something to do with finding new solutions to problems that impact citizens. At the 2019
Smart Cities Accelerator at Harvard, representatives from Toronto, Canada, The Hague, Netherlands, North Greenwich, UK,
and Guarulhos, Brazil shared stories about how they are tackling this challenge. The summaries below explain the various angles by
which leaders may inspire civic innovation in their cities

Inspiring the Organization in Toronto
The Toronto story, shared by Grant Coffey, demonstrates how inspiration can come from changing the mindset and conversations
within the city organization. The spark for this change happened when the city bid on a Smart City Challenge run by the government
of Canada. The Challenge brought all 44 departments within the City of Toronto together, with people having conversations about
what they could develop and how they could put their ideas into a submission. “Unfortunately, Toronto was not successful in our bid
for the Challenge,” says Coffey, “but it gave us the context to continue the conversation.”
The Challenge inspired a number of smart city initiatives in various departments; however, one problem is that these projects were
not aligned, so it was hard to understand how they could work with each other. In response, Toronto has developed a new smart city
framework that includes a common definition of ‘smart city’ and a vision for what projects the city will work on. Now, representatives
across all divisions of the city government are having productive conversations internally and with the external community that help
them work together on common goals.

Inspiring the Private Sector in The Hague
City leaders in The Hague are working on a large redevelopment project in the coastal area. The project involves installing digital
infrastructure, including integrating 5G within urban planning and using light posts to house sensors and cameras that can support
various use cases.
As Marijn Fraanje explains, the city didn’t do the project alone, but instead set out to get an R&D contract with private companies.
One of the main energy companies stepped in, which attracted other investments from companies such as T-Mobile, too.
“Putting down the infrastructure is not going to bring any return on investment, so you have to combine the different cases; otherwise
you’ll never be profitable,” explains Fraanje. The city has identified 147 use cases that could be pursued, and it has seen a lot of
enthusiasm from the private sector, which is knocking at the door, hoping they can buy or lease the infrastructure.
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Inspired Planning in North Greenwich
The Royal Borough of Greenwich is one of 33 London boroughs, with a history of innovation. The city is currently undergoing a great
deal of city transformation. While it was once a huge industrial driving force in the UK, 150,000 jobs have left in one generation.
Trevor Dorling, who spoke at the Accelerator, faces this optimistically. “That’s left a lot of land to do a lot of exciting things with.”
The strategy in North Greenwich is to inspire civic innovation with proper planning. The city has produced a strategy—a roadmap
that states what the city is trying to achieve. There have also been a series of strategic pilots to demonstrate what is possible, and the
city even set up a company to help improve the delivery structure of projects. Having the company means that North Greenwich
has a dedicated team to think about civic innovation—one which can keep on working even if there isn’t buy-in from a particular
city mayor.

Inspiring the Community in Guarulhos
In Guarulhos, Brazil, city leaders are taking steps to inspire civic innovation from the citizens and the community itself. As Rodrigo
Barros explains it, there are two necessary components to do this. First, the city needs to be very transparent and honest in talking
about city challenges with the community. Second, the city has to encourage citizens to become part of the solution. They are making
progress through a variety of local events.
One example is a three-day event that the city runs and which is focused around a particular theme each year. The city has held four
such events, and the topics have been health, mobility, security, and education. Before the event, they bring people in the community
together to explain the challenges the city is facing around that topic. Then, during the event, students, professors, entrepreneurs,
employers, and public workers all come together to discuss that subject, including a pitch contest for startups.
The city also engages young kids (7-12 years old) through an event called Scratch Day, where the kids play educational and computer
games that help them think about technology solutions. The city also holds hack-a-thons where young people participate in twoday challenges. “We engage everyone,” says Barros. And by engaging the community, these engaged citizens go on to engage their
parents, teachers, friends, and others, through conversations about their experiences and posts on social media.
How does a city inspire civic innovation—creative ideas that solve problems faced by city residents? As the panel members
demonstrate, inspiration is a seed that can be planted anywhere. City leaders who want to get people inspired to tackle city challenges
can look inside the organization, to the private sector, to planning documents and structure, and to the citizens themselves.
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Lost in Translation: How to Bridge the
Divide between Partners, Departments, and
Communities

A

s a CIO coming in, I asked the city manager, ‘Who does the integration across 40 departments?’ And she said, “Well, that’s
why we hired a CIO!”This experience, shared by Craig Hopkins, the CIO of San Antonio, likely sounds familiar to most
Chief Innovation and Technology Officers in cities across the globe. Not only is a CIO tasked with promoting innovation
and the smart application of technology, but they also have the huge burden of building bridges and fostering collaboration across a
government organization that is full of people who are used to working in silos.
So how is it done? At the 2019 Smart Cities Accelerator at Harvard, panelists from Louisville, San Antonio, Philadelphia, and Canning
Australia—along with city leaders in the audience—discussed the daunting task of bridging divides within city departments and
beyond. Taken together, these ideas set out a 10-step process for improving collaboration and innovation in local government

10 Steps to Improve Collaboration in Local Government
1. Get the Mayor On Board (If You Can)
A good first step—if the CIO can manage it—is to get the mayor on board with the plan to bridge the divides across government
departments. Many city leaders agree that the work of a CIO is a lot easier if their work and ideas are backed by the mayor. The mayor
can empower a CIO and set expectations for departments. When a new CIO comes in, they can begin this discussion simply by
telling the mayor what they want to do, and what they need from the mayor in order to accomplish their goals.
That said, all is not lost if the mayor isn’t fully on board with the CIO’s plan. “It helps to have buy-in from leadership, but we, in our
roles, can create our own authority,” remarked one panelist. The other steps on this list can work with or without the mayor’s backing
because any CIO can create authority by building relationships and showing value within the organization.

2. Identify Leaders to Connect With
The next step is for the CIO to identify the most important people within the government that they need to connect with. To make
the biggest impact, a CIO should not be speaking to deputies anymore, but rather to the actual cabinet members and the department
heads that oversee things.
Within the government, this would include directors from each department and mayor-appointed chiefs. Since a city government
may include other outside agencies that are separate yet still owned by the city (such as the water department, the energy department,
etc.), a CIO should also reach out to the CIO-counterparts of those agencies.
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In general, a CIO’s ‘who’s who’ short list should include all “people leaders”—the people who are driving and delivering on projects
in the city.

3. Build Trust
The next step in the process is to reach out and establish trust with each party...which is admittedly a difficult task. That said, panelists
and audience members shared many ideas for building the trust you need to work together:
•

Don’t Ask for Anything: You can’t build relationships when you start out asking for things from people, so go into
each relationship without an agenda.

•

Deliver: That said, a great way to build trust is to help the other person out when needed. If they ask for things, make
sure you deliver.

•

Be Humble: Arrogance will win more enemies than friends. Many city leaders said they approached other
department heads in a humble way: “I’m the new guy, and I’m a team player.”

•

Don’t Be Threatening: It’s important to establish that you aren’t there to challenge them or force your ideas upon
them. Instead, reinforce that you are there to facilitate things and to work together.

4. Building Relationships
When an introduction and a base level of trust is established, the CIO then has to put in the time
and effort to actually build those relationships. As one panelist remarked, “60 percent of my time
and my job is working on these relationships.”

“I can’t get
anything done

To build relationships, it’s important to set up regular times for conversations. Many CIOs at
the Accelerator had regularly-scheduled meetings, such as getting together monthly to talk over
breakfast and setting up lunches and meetings with various department heads throughout the
week.

if I don’t have

One panelist put it succinctly: “Reaching out and spending as much time as you can in conversations,
in relationship building, is important.”

relationships

5. You’re Here to Solve a Problem
In your conversations with other city and department leaders, the CIO should stress that they are
here, in that position, to get things done. It’s essential that others in the government understand
what sorts of problems the CIO is trying to solve too. The CIO isn’t there to discuss internet
connection issues or problems with the telephone, but rather larger scale problems that can be
solved with innovation and clever use of technology.
Through open discussions, department leaders can share what main issues they are experiencing
at the department level—what things are frustrating, challenging, or just not working. The CIO
(which one panelist referred to as “Crazy Ideas Officer”) can then help brainstorm clever solutions.
By reinforcing that they are here to solve problems, and then taking action on those problems, the
CIO can be a leader in change management within the city government.

good, strong
with the people
leaders across our
organization—
the people who
are driving and
delivering on
projects.”

6. Get Everyone on the Same Page
To facilitate the conversations and discussions about problems within the government, the CIO should use clear language regarding
innovation and collaboration to ensure that everyone is on the same page.
For example, one panelist explained how one of the most important things they did at the beginning was to define what innovation
actually means to the city. They decided to talk about it in simple terms, as ‘change that adds value.’ This basic definition can be
understood by everyone within the organization and helps them engage and embrace change instead of being scared of it.
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Another example of the importance of language was relayed by a panelist who noticed his
wording of ‘fail fast’ doesn’t really resonate in government because ‘fail’ is seen as a waste of
taxpayer dollars. Describing it instead as, ‘prototyping, learning, and pivoting’ brought more
people into the conversation, because they felt like they were part of a learning environment
where they could constantly improve and do better.
Building the language around innovation is beneficial because it improves communication and
understanding, helping everyone to work better together.

“My role is to
help facilitate
culture building
and capability

7. Build Culture and Capability
Even if everyone understands what is meant by ‘innovation’ and ‘collaboration,’ a CIO can’t
expect people within the government to automatically know HOW to innovate or to collaborate.
As one audience member put it, “You can’t create collaboration simply by saying ‘you will now
collaborate.’”

building with our
people…to be more
innovative so we

Innovation and collaboration are skills that need to be built, and because people in government
tend to work in silos, these skills are not typically present at the onset. Participants of the
Accelerator discussed the importance of skill building by creating collaborative groups,
starting innovation programs, holding events, and sharing examples so government workers
can understand what innovation is and work together through the innovation process.

can actually embed

Exercises like these help solidify what elusive terms like ‘innovation’ and ‘collaboration’ are,
allowing people to practice them and then bring those skills to the job. These efforts also help
to create a cultural shift where it is okay to take risks and try new things.

our organization

8. Incorporate Accountability
The goal of the CIO is to get people within the government to understand that innovation
is everyone’s job. Thus, systems have to be put into place, so workers know that they are
accountable for doing the work themselves.
One important aspect of accountability is to align people around a common problem. When
people within or across departments are joined together around a common problem, they
become stakeholders who are empowered to do something about it, and as such, they hold
themselves accountable for solving it one bit at a time.

that thinking into
and ultimately,
that’ll lead to more
innovation actually
happening in our
government.”

Other means of accountability that were mentioned during the Accelerator include employee
recognition programs, where employees nominate other employees for everyday excellence,
and having a process for solving problems which encourages employees to take ownership and
find clever fixes to problems.
The CIO has an important role in accountability too. For one, if the CIO can be a role model
for taking risks and owning their failures, other employees will feel more comfortable to do so.
Also, department leaders can get strength from the CIO when they feel that the CIO is a partner
in their projects and innovation experiments.

9. Build a Model for the Future
As one city leader remarked, looking around the Accelerator event room full of CIOs from
cities across the globe, “We’ve got a whole room full of superheroes.” CIOs are tasked with
uniting the city government with a common vision, goal, and way of communicating. Even
though they often don’t have the resources they really need to do it, they are able to get it done.
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That said, it was also mentioned that CIOs have to “shape culture and build a model of the future that doesn’t include us, or else we’re
not doing our jobs.”
The point is that the CIO has to focus on setting up the infrastructure, process, culture, and relationships that will enable innovation
and collaboration to continue in the city government even when they are no longer a part of it. “We need to be driven by mission, by
purpose, and by relationships. We need people who support that model as we go forward.”

10. Expand
Most of the panel session was spent discussing how to bridge the divides within the city government. However, city leaders also took
some time to discuss the importance of expanding outward to bridge divides outside of the organization.
Bringing together departments and agencies within the government is the ‘first ring,’ and certainly, a difficult challenge to overcome.
When a CIO makes progress in this area, it is time to move to the outer rings.
This includes bringing in academic institutions, the business community, the medical community, and any other important city
stakeholders. The thought is that a CIO can use the same structure (steps 1-9 on this list) to further the alignment within the entirety
of the city.
The public at large is important too. As one panelist remarked, “that might be who we really need to win trust from.” The outermost
ring—bringing citizens into the innovation process—will mean even more perspectives and even better solutions.
The task of bridging divides between departments, partners, and communities is perhaps the biggest responsibility of any CIO, but
the potential rewards are great. CIOs have the power to be real leaders in government. By pulling people together and improving
collaboration and innovation, they have the potential to become great change-makers in the city.
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Insights from Industry: Fireside Chat with
Carlos Menendez

C

arlos Menendez, President of the Enterprise Partnerships Group at Mastercard, sat down with Dr. David S. Ricketts, Harvard
Innovation Fellow, for a fireside chat about innovative ways companies can find partners and make an impact globally.
Carlos shared two example cases on the way Mastercard has approached innovative partnerships and their resulting impact.

Helping Micro-Entrepreneurs in Kenya
The first example Menendez shared was a partnership with Unilever on improving distribution and helping micro-entrepreneurs in
Kenya. To understand the totality of the problem, Mastercard looked at the entire ecosystem to find out what was happening and
what could be improved.
What they found is that most small business owners in Kenya who purchase items from Unilever (soap, water, diapers, etc.) use cash
for those transactions. When store owners were asked to describe their process of ordering, they explained that the supply truck
comes once a week on a certain day, so they estimate how much cash they will have and order accordingly. However, sometimes they
may have ordered two cases of product (for example) and when the truck visits, they find they only have enough cash for one and a
half cases. When that happens, the truck driver will break a case to give them the half they need.
Product breakage and inefficient distribution are problems for many consumer goods companies. Relying on cash and not getting
the right amount of product that could be sold are problems for store owners. Store owners know that having a line of credit could
help them avoid cash issues, but they also have the problem that, because they have been dealing in cash, they have not been able to
establish a credit history in order to be able to borrow from formal lenders at reasonable interest rates.
After understanding the entire ecosystem, Mastercard was able to pose a solution. Although it seemed that store owners did not have
the data to prove their credit-worthiness, that data was there all along. The data existed in Unilever, in all of the past transactions that
could establish a store owner’s ability to pay for their inventory over time.
As a result, store owners can demonstrate their eligibility for micro-loans, and increase orders from what they could afford to pay
with cash to what they can actually sell.

Improving Hepatitis C Treatment in Pakistan
A second example Menendez shared is one in which Mastercard partnered with Gilead Sciences and the World Hepatitis Alliance
to help improve the distribution of hepatitis C drugs in Pakistan. Once again, they sought to understand the entire ecosystem to
understand the problems and find customized solutions.
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In Pakistan, an estimated 8 million people have hepatitis C. This liver disease is common in developing nations, yet it is completely
curable. The issue is that patients have to commit to six months of treatments and doctor’s visits in order to be cured, and some fail
to follow through.
The distribution challenge is that, with hepatitis C, there is a timely nature for treatment to be successful. Non-profits may want
to help people with treatment; however, it is hard to track if the patients are receiving their medication on time and on the right
schedule. Without knowing if people are actually getting the drugs in the right timeline to cure their disease, the efforts to help may
all be for naught.
After understanding the problems at the various levels, Mastercard was able to offer a solution that involves plastic cards. These cards
are used to track all of the treatments and doctor’s visits a patient will need to be cured. An added time stamp feature provides data
about whether the patient is making the appointments, which helps improve the distribution of this life-saving drug.

Cities as Partners
The stories Menendez shared demonstrate the approach of understanding the entire ecosystem, teasing out the problems for each
party involved, and coming up with creative solutions. When it comes to selecting which partnerships they will form, Menendez,
says they look for established companies and prioritize building relationships and trust before setting out to work on the problem.
As mentioned before, Mastercard is also partnering with cities across the globe to find ways where innovation can solve city
problems. Why cities? It’s because that is where business happens and where people engage in commercial activities. However, it
goes a bit deeper than that, too. “The thing we’ve found about cities is that a lot of the challenges are the same,” says Menendez. “If
we can have better results not just for one city, but for residents in many cities, we can really drive these local economies and our
overall business forward. At Mastercard this is one example of ‘doing well by doing good’”.
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Two Big Challenges for Cities of
All Sizes

C

ity leaders will face any number of challenges as they dive into smart city projects, but
there are two that are so universal that an entire panel session was devoted to them at the
2019 Smart Cities Accelerator at Harvard. The topic of the mysterious session titled “Two
Big Challenges for Cities of All Sizes”? Cybersecurity and data governance.
Representatives from Cary, Dallas, Aurora, and Los Angeles, as well executives from NTT Data,
joined the panel to share advice, with insight, comments, and questions added by city leaders in
the audience. Here are the highlights of what cities are facing when it comes to security and data
in their smart city endeavors.

Securing the City from Ransomware

“If you’re on
the grid, you are
never safe.
It’s not a matter

The 2019 Smart Cities Accelerator at Harvard took place near the end of May, and by that time, 22
cities had already been impacted by ransomware in 2019 – hackers holding city data hostage until
the ransom is paid. The most recent and severe case struck Baltimore on May 7th.
As a result of the ransomware attack on Baltimore, critical files were encrypted, which ended up
taking down a variety of city services, including voicemail, email, the system used to pay water
bills and property taxes, and more. The hackers said they want 13 Bitcoins (about $102,000) to
unlock the seized files. It could take months to clear up the disruption, and although Baltimore
Mayor Bernard Young says they will not give in to the hackers’ demands, he has admitted that he
might have to think about it in the future in order to move the city forward.

of ‘if’, it’s
just ‘when’
you actually
get hit.”

The question posed to the panel was, “Where are we now?” As cities around the globe watch
Baltimore deal with the attack, do they feel they have learned from it and are protected? Or are
they thinking, ‘Wow, this could be us next.’?
To that question, panel members seemed to agree that any city could be next. Although every
city takes security seriously, no city is 100 percent protected, especially as attacks keep getting
more sophisticated. That said, panelists had several ideas on how cities can up their
protection and planning, should an attack happen to them.
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•

Create a Risk Register, which is an inventory of assets categorized by high, medium, and low, so the city understands
what data is available and what is most critical to protect. Funnel efforts to secure the most critical data first.

•

Do penetration tests to find vulnerabilities in the system. Some city leaders suggested enlisting the help of high
school and college students in hackathons to identify security vulnerabilities and possible solutions for remediation.

•

Create an incidence response plan that details how the city will identify, detect, and react to a security breach,
should one happen.

•

Conduct security awareness training regularly. Software such as KnowBe4 can be used to train and test city
employees and also identify potential weaknesses in the system. Some cities also do emergency management table
top exercises across the entire city.

•

Carry enough cybersecurity liability insurance to get the city through an attack if needed. Once you follow the
above steps and put control mechanisms in place, the insurance company may even lower your liability rate.

•

Back up data in other locations and in the cloud to ensure business continuity and disaster recovery.

•

Stay on top of what is happening by getting threat assessments and threat updates.

•

Build a better network from the inside out, knowing that many ransomware events happen from someone within
the organization.

•

Learn from others. The city of Los Angeles gets hacking information from a group of local businesses, and cities
can also learn from each other.

As one panel member put it, when it comes to cybersecurity, “It’s the risk mitigation game.” If cities know they could potentially
get hacked (and they can’t 100 percent prevent it), then what they can do is try to make it not as crippling. Planning, preparation,
education, and awareness are all important ways to do that

Data Governance Decisions
Data governance is another main challenge that cities face when they embark on smart city initiatives. Data governance involves
all decisions around gathering, storing, and managing data. As cities get more and more devices and sensors, the amount of data
coming in can be overwhelming. How can the city manage all of this data, maximize its impact, and also protect the privacy of
citizens?
During the panel session, city leaders discussed the many aspects of data governance that cities should consider as they build a data
strategy. If you are a city leader looking to set up a data governance model, these are some of the questions you should be asking.

How Do You Find the Right Use Cases?
The right use cases can show success for your data program, improve public trust, and guide the direction of data policy down the
road. As such, city leaders must always be asking themselves what use cases will bring wins and solve real city issues that impact
citizens.

Do You Monetize Data?
Some cities have explored monetizing the data they collect as a way to get revenue to pay for services and new projects. Other cities
feel strongly that city data should not be monetized because it has already been paid for by the taxpayer and monetizing could make
it inequitable (i.e., those who can afford to pay for the data have access to it, while those who cannot afford it are left out). There are
good arguments on each side, and it is a question that every city leader must contemplate.
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How Do You Open Data While Protecting Anonymity?
Many cities have been working on making their data open, where city data is available in an online portal for city residents and
innovative businesses to use. Although each data set may seem to protect individual identities, sometimes the combination of two
or more data sets (even those that seem unrelated) can be enough to compromise privacy. City leaders should always be thinking
about how they can maintain privacy, including these often unexpected interactions.

Should You Buy Data?
Although cities can collect their own data, they may be able to gain access to data that they otherwise couldn’t gather on their own.
If a city does decide to buy data, leaders must be thinking about what data will work best for the city’s purposes, and how to leverage
it for use cases. Panel members discussed buying data to get a better picture of what the housing environment looks like, additional
demographics that can’t be collected in a public census, as well as data around economic development and transportation.

How Do You Organize Data?
Cities have data flowing in from many avenues and departments. And if that data resides in many locations and the city doesn’t have
a full picture of what data it has, it can’t maximize the value of that data to solve city problems. One panel member advised that cities
should pause before collecting more data and catalog their existing data from all the various silos, first.

Should You Co-Own Data?
For various reasons, a city may enter into an agreement with a vendor where the two parties co-own the data that is collected. City
leaders must think carefully before getting into these agreements. Is it the right thing to do? A main danger is that the city does not
know what the other party is going to do with that data, and can protect it better if it is owned fully by the city itself.

How Do You Avoid Data Overload?
There are so many pieces of data that a city could collect…but the more data that comes in, the bigger the burden is in terms of
organizing and protecting that data. Panelists suggested that you can avoid data overload by thinking carefully about what you need
before you collect data. Only gather what the city needs to solve the specific problem at hand.
These are some of the main questions that city leaders should contemplate when setting up a data governance model, and during
the session, brief mention was also given to other issues, such as when to purge data, the benefit of creating a template for data
agreements, and the importance of establishing an ethical use of data manifesto.
Cybersecurity and data governance are the two big challenges that every city will encounter when they embark on smart city
projects. While cities are still exploring how to address these challenges, city leaders made one thing clear: we can come closer to
solving these challenges if we work together.
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